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Audit Events Admin Guide

Audit Events Admin Guide

This guide is for individuals who need to extract audit event information from UNIX and Linux syslogs and Windows
application event logs. Additionally, this information is available in the Audit Analyzer. Audit events are organized
into categories in the Audit Analyzer and these categories are identified in this document.

Depending on your environment and role as an administrator or auditor, you may want to read portions of this guide
selectively. This guide provides the following information:

= Qverview of Centrify Server Suite Audit Events provides an overview of how to read audit events.

m Centrify Server Suite Audit Events identifies the different audit event categories. Each audit event includes a
sample log with an explanation of how to read the log as well as a list of the available audit events.

Overview of Delinea Server Suite Audit Events

To familiarize yourself with the elements of audit event logs, read the explanations of Windows and UNIX/Linux
audit events, and then review how to read Server Suite audit event data.

= \Windows and UNIX/Linux Audit Events
= How to Read Audit Event Data

®  Configuring the Audit Event Log Location

= Which Events Only in Centrify Audit & Monitoring Service

Which Events are Only in Centrify Audit & Monitoring Service

Audit events may come from Centrify Authentication Service, Centrify Privilege Elevation Service, or Centrify Audit
& Monitoring Service. If you are using only authentication and privilege elevation, the following events will not be
available to you as they are from audit and monitoring service:

= All the audit events from the following categories:
¢ Audit Analyzer
¢ Audit Manager
¢ Command
¢ Centrify Audit & Monitoring Service - Windows
¢ Centrify Audit & Monitoring Service System Management
¢ Centrify Audit & Monitoring Service UNIX Agent
¢ Centrify Audit & Monitoring Service advanced monitoring
= The following audit events from the category Centrify Commands
¢ Auditing enabled (Centrify Event Id 18000)
¢ Auditing not enabled (Centrify Event |d 18001)
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¢ Auditing disabled (Centrify Event Id 18100)
¢ Auditing not disabled (Centrify Event Id 18101)

Configuring the Audit Event Log Location
You can configure audit event logs to go to DirectAudit or your system’s default logging system (Windows event log
or UNIX syslog). You configure the log location either manually for each computer or by way of group policy.

You can also configure a global audit event logging behavior or specify different settings for different feature areas.

Configuring the Audit Event Logging Location by Group Policy

Audit trail group policies are located in category-specific subfolders (such as Audit Analyzer Settings, Audit
Manager Settings, and so on.

Additionally, a Centrify Global Settings subfolder contains group policies that you can set at a global level.

Any category-specific audit trail targets that you set (for example, Audit Manager Settings > Send audit trail to log
file) override global audit trail targets (for example, Centrify Global Settings > Send audit trail to log file). Each
subfolder in Centrify Audit Trail Settings contains the same set of group policies.

/ To send audit trail events to both the database and the local logging facility, enable both of these group
policies.

Send Audit Trail to Audit Database

Enable this group policy to specify that audit events for this component Audit Analyzer, Audit Manager, and so on
are sent to the active audit store database.

See the Explain tab in the group policy for details about which parameter each group policy sets in the agent
configuration file.

Send Audit Trail to Log File

Enable this group policy to specify that audit events for this component such as Audit Analyzer, Audit Manager,
and so on are sent to the local logging facility (syslog on UNIX systems, Windows event log on Windows systems).

See the Explain tab in the group policy for details about which parameter each group policy sets in the agent
configuration file.

Set Global Audit Trail Targets

Specify the target for audit trail information.

If you set this group policy to Not configured or Disabled, the destination of audit trail information depends on
which version of DirectAudit is installed. If DirectAudit 3.2 or later is installed, audit trail information is sent to the
local logging facility and DirectAudit. If a DirectAudit version earlier than 3.2 is installed, audit trail information is
only sent to the local logging facility.

If you set this group policy to Enabled, you can specify the target for audit trail information. Possible settings are:
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® (O (Audit information is not sent.)

= 1 (Audit information is sent to Centrify Audit & Monitoring Service. This capability is supported by DirectAudit
version 3.2 and later.)

= 2 (Audit information is sent to the local logging facility, either syslog on UNIX systems or Windows event log on
Windows systems.)

= 3 (Audit information is sent to both DirectAudit and the local logging facility.)

This group policy modifies the audittrail.targets setting in the agent configuration file.

How to Read Audit Event Data

The following information can help you understand how to read Centrify audit events.

Event ID/CentrifyEvent|D

Every Windows and UNIX/Linux audit event includes two numeric IDs that describe the event. The Event ID in the
header fields identifies the unique ID of the event within a particular event category, whereas the CentrifyEventID in
the common fields identifies the unique ID among all Centrify audit event types.

Windows Example

Centrify audit event header Category Privilege Elevation Service - Windows
fields

Product 1.0

Version

Event ID 3

Event Name Remote login success 5
Centrify audit event common user administrator@member.acme.vms
fields

userSid S-1-5-21-3789923312-3040275127-1160560412-

500

DAlnst Auditinglnstallation

DASessID c72252aa-e616-44ff-a5f6-d3f53f09bb67

sessionld 6

Centrify 6003

EventID

UNIX/Linux Example
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Centrify audit event header fields Event Type AUDIT_TRAIL

Product Centrify Suite
Category Centrify sshd
Product Version 1.0
Event ID 100
Event Name SSHD granted
Severity 5
Centrify audit event common fields user dwirth(type:ad,dwirth@acme.vms)
pid 7456
utc 1459784055479
Centrify EventID 27100
DAlnst
c72252aa-e616-44ff-a5f6-d3f53f09bb67
status GRANTED
service ssh-connection

Severity

Severity is defined by an integer from 0 - 10, with 10 being the most important level. Centrify events are typically a

Severity 5.

Spacing

A field name is one word (no spaces) in the audit event file. When the file is processed into a readable format,
spaces are added to field names. For example, if you need to search for Management Database Property, you
should search on the following term: managementdatabaseproperty.

Case-Insensitive Field Names

Use case-insensitive field names in all search filters.

Windows and UNIX/Linux Audit Events

Review the following examples to understand the Windows and UNIX/Linux audit event logs, and then review how
to read audit event data to understand the similarities and differences.
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Windows Audit Event Log Line Example

The following is an example of a Centrify audit event recorded in the Windows application event log. Standard
Windows audit event fields (in black) contain information about the Centrify event. Centrify augments these
standard fields with additional data (in red) to help you to track logon and privilege activity data.

04/05/2016 02:15:37 PM LogName=Application

SourceName=Centrify AuditTrail V2 EventCode=6003

EventType=4 Type=Information

ComputerName=member.acme.vms User=NOT_TRANSLATED
Sid=S-1-5-21-3789923312-3040275127-1160560412-500

SidType=0 TaskCategory=%1 OpCode=Info RecordNumber=51645
Keywords=Classic Message=Product: Centrify Suite Category:
DirectAuthorize - windows Event name: Remote login success

Message: User successfully Togged on remotely using role
'ROLE_Windows_Local_Accounts/Global’.

Apr 05 14:15:37 member.acme.vms dzagent[1496]: INFO AUDIT_TRAIL|Centrify
Suite|DirectAuthorize - windows|1.0|3|Remote login success|5|user=
administrator@member.acme.vms userSid=S-1-5-21-
3789923312-3040275127-1160560412-500 sessionId=6 CentrifyEventID=6003
DAInst=AuditingInstallation DASessID=c72252aa-e616-44ff-a5f6-d3f53f09bb67
role=ROLE_Windows_Local_Accounts/Global
desktopguid=al6f50d8-179b-4d47-93ed-14c10ca76d63

Windows Audit Event Log Line Information

The following table provides definitions for each field type and name with their associated field value for the
previous example.

Windows Audit Event Log Line Information

Field Type Field Name Sample Field Value

Syslog header fields Timestamp Apr 05,2016 02:15:37 PM
Host Name member.acme.vms
Process Name dzagent
Process ID 1496
Log Level INFO
Centrify audit event header fields Event Type AUDIT_TRAIL
Product Centrify Suite
Category privilege elevation service - Windows
Product Version 1.0
Event ID 3
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Event Name Remote login success
Severity 5
Centrify audit event common fields for user administrator@member.acme.vms
Windows
userSid S-1-5-21-3789923312-3040275127-
11605604 12-500
DAlnst Auditinglnstallation
DASessID c72252aa-e616-44ff-a5f6-d3f53f09bb67
sessionld 6
CentrifyEventID 6003
Centrify audit event-specific fields role ROLE_Windows_Local_Accounts/Global

desktopguid a16f50d8-179b-4d47-93ed-14c10ca76d63

UNIX/Linux Audit Event Log Line Example

The following is an example of a UNIX/Linux audit event. Centrify audit event information is highlighted in red.

Apr 4 21:04:15 engcen6 adclient[1749]: INFO

AUDIT_TRAIL |Centrify Suite|Centrify sshd|1.0|100|SSHD granted|5|user=
dwirth(type:ad,dwirth@acme.vms) pid=7456 utc=1459784055479
CentrifyEventID=27100DAInst= AuditingInstallation
DASessID=c72252aa-e616-44ff-a5f6 -d3f53f09bb67 status=GRANTED
service=ssh-connection tty=/dev/pts/0 authMmechanism=keyboard-interactive client=
192.168.81.11 sshRights=shell command=(none)

UNIX/Linux Audit Event Log Information

The following table provides definitions for each field type and name with their associated field value for the
previous example.

UNIX/Linux Audit Event Log Information

Field Type Field Name Sample Field Value

Syslog header fields Timestamp Apr4 21:04:15
Host Name engcen6
Process Name adclient
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Centrify audit event header fields

Centrify audit event common fields

Centrify audit event-specific fields

Process ID

Log Level
Event Type
Product
Category
Product Version
Event ID

Event Name
Severity

user

pid

utc
CentrifyEventID
DAInst
DASessID
service

tty
authMechanism
client

sshRights

command

Server Suite Audit Events

This section includes the following topics:

Delinea Server Suite

1749

INFO

AUDIT_TRAIL

Centrify Suite

Centrify sshd

1.0

100

SSHD granted

5
dwirth(type:ad,dwirth@acme.vms)
7456

1459784055479

27100
Auditinglnstallation
c72252aa-e616-44ff-a5f
ssh-connection
/dev/pts/0
keyboard-interactive
192.168.81.11

shell

(none)

Audit Events Guide
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= Audit Analyzer

= Audit Manager
®m Centrify Commands (UNIX Commands)

m Centrify Configuration

® Centrify sshd
= Command (Audited and Successfully Executed Commands)

® Centrify Audit & Monitoring Service Advanced Monitoring

® Centrify Audit & Monitoring Service System Management

® Centrify Audit & Monitoring Service UNIX Agent

® Centrify Audit & Monitoring Service - Windows

® Centrify Privilege Elevation Service - Windows

® Centrify Authentication Service UNIX Agent

= dzdo
® dzinfo
® dzsh

® |icense Management

m  Kerberos

® | ocal Account Management

®  Multi-factor Authentication
= PAM

® Trusted Path

Audit Analyzer

The Audit Analyzer console is a graphical user interface that administrators can use to query and review captured
user sessions. The Audit Analyzer is available with the Centrify Audit & Monitoring Service. The Audit Analyzer
events focus on session modification.

Audit Analyzer Audit Event Log Sample

The following is a sample of an audit event log for Centrify Audit Event ID 3001. This log sample documents a
session being deleted. The change was made by user=administrator@acme.vms on April 20, 2016 at 05:51:01.

04/20/2016 05:51:01 PM LogName=Application
SourceName=Centrify AuditTrail V2 EventCode=3001
EventType=4 Type=Information ComputerName=
member.acme.vms User=NOT_TRANSLATED Sid=S-1-
5-21-3883016548-1611565816-1967702834-500 SidType=0
TaskCategory=%1 OpCode=Info RecordNumber=60622
Keywords=Classic Message=Product: Centrify Suite Category:
Audit Analyzer Event name: Delete session Message: 1 out
of 1 selected sessions are successfully deleted. Apr 20
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17:51:00 member.acme.vms mmc[4064]: INFO

AUDIT_TRAIL |Centrify Suite|Audit Analyzer|1.0|1|Delete
session|5|user=administrator@acme.vms
usersid=S-1-5-21-3883016548-1611565816-1967702834-500
sessionId=11 CentrifyEventID=3001 DAInst=
AuditingInstallation DASessID=c72252aa-e616-44ff-a5f6-
d3f53f09bb67 sessions_deleted=1 sessions_selected=1

Audit Analyzer Audit Events

Audit Analyzer Audit Events

ID

3001

3002

3003

3004

3005

3006

3007

3008

3009

3010

Delete session

Delete session by
criteria

Set session reviewers
succeeded

Set session reviewers
failed

Remove session
reviewers succeeded

Remove session
reviewers failed

Update session review
status succeeded
added in release 18.8

Update session review
status failed added in
release 18.8

Replay session
succeeded Added in
release 19.6

Replay session failed
Added in release 19.6

Delinea Server Suite

Sessions_Deleted: Sessions_deleted Sessions_Selected: Sessions_
selected

Delete_criteria: Delete session selection criteria Sessions_Deleted:
Sessions_deleted Sessions_Selected: Sessions_selected

Installation: Name of the installation Session Id: Unique identifier of the
session Reviewers: List of reviewers of the session

Installation: Name of the installation Session Id: Unique identifier of the
session Reviewers: List of reviewers of the session Reason: Error message

Installation: Name of the installation Session Id: Unique identifier of the
session

Installation: Name of the installation Session Id: Unique identifier of the
session Reason: Error message

Installation: Name of the installation Session Id: Unique identifier of the
session Review Status: Name of the review status

Installation: Name of the installation Session Id: Unique identifier of the
session Review Status: Name of the review status Reason: Error message

Installation: Name of the installation Session Id: Unique identifier of the
session User: User of the session Machine: Machine of the session

Installation: Name of the installation Session Id: Unique identifier of the
session Reason: Error message

Audit Events Guide Page 9 of 66



Server Suite Audit Events

3011 Delete audit trail SearchFilter: Search Filter
events succeeded
Added in release 19.9

3012 Delete audit trail SearchFilter: Search Filter Reason: Error Message
events failed Added in
release 19.9

3013 Delete session Session Id: Unique identifier of the session Username: Name of the user
succeeded Added in whose session was recorded Machinename: Name of the machine where
release 2020.1 the session was recorded

3014 Delete session failed Session Id: Unique identifier of the session Username: Name of the user
Added in release whose session was recorded Machinename: Name of the machine where
2020.1 the session was recorded Reason: error message

Audit Manager

Audit Manager is a Microsoft management console (MMC) that you can use to configure and manage the
deployment of audit components, such as audit stores and audit store databases, audit roles, collectors, and
agents. Audit Manager is available with Server Suite. Audit events generated by Audit Manager primarily involve
the installation and configuration of auditing components such as management databases, audit stores, and audit
store databases, and changes to audit role and user permissions.

Audit Analyzer Audit Event Log Sample

The following is a sample of an audit event log for Centrify Audit Event ID 3001. This log sample documents a
session being deleted. The change was made by user=administrator@acme.vms on April 20, 2016 at 05:51:01.

04/20/2016 05:51:01 PM LogName=Application
SourceName=Centrify AuditTrail V2 EventCode=3001
EventType=4 Type=Information ComputerName=
member.acme.vms User=NOT_TRANSLATED Sid=S-1-
5-21-3883016548-1611565816-1967702834-500 SidType=0
TaskCategory=%1 OpCode=Info RecordNumber=60622
Keywords=Classic Message=Product: Centrify Suite Category:
Audit Analyzer Event name: Delete session Message: 1 out
of 1 selected sessions are successfully deleted. Apr 20
17:51:00 member.acme.vms mmc[4064]: INFO
AUDIT_TRAIL|Centrify Suite|Audit Analyzer|1.0|1l|Delete
session|5|user=administrator@acme.vms
usersid=S-1-5-21-3883016548-1611565816-1967702834-500
sessionId=11 CentrifyEventID=3001 DAInst=
AuditingInstallation DASessID=c72252aa-e616-44ff-a5f6-
d3f53f09bb67 sessions_deleted=1 sessions_selected=1

Audit Manager Audit Events

Audit Manager Audit Events
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12200

12201

12202

12203

12204

12205

12206

12207

12208

12251

Video capture
status
updatedv

Create new
installation
succeededv

Create new
installation
failedv

Installation
update
succeededv

Installation
update failedv

Installation
permissions
update
succeededv

Installation
permissions
update failed

Remove
installation
succeeded

Remove
installation
failed

Audit options
updated

Delinea Server Suite

installation: audit and monitoring service Installation VideoCaptureStatus: video
capture status

installation: Name of the installation

installation: Name of the installation reason: Error message

installation: Name of the installation Installation Property: Name of the updated
installation property Installation Property Value: Value of the updated installation
property Operation: Type of operation (Set or Add or Remove)

installation: Name of the installation Installation Property: Name of the updated
installation property Installation Property Value: Value of the updated installation
property Operation: Type of operation (Set or Add or Remove) reason: Error
message

installation: Name of the installation User/Group: Name of the user or group
Permissions: Permissions assigned to the user or group

installation: Name of the installation User/Group: Name of the user or group

Permissions: Permissions assigned to the user or group reason: Error message

installation: Name of the installation

installation: Name of the installation reason: Error message

installation: audit and monitoring service Installation DisableSelfReview: Disable
reviewing own sessions DisableSelfDelete: Disable deleting own sessions

Audit Events Guide
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12209

12210

12211

12212

12213

12214

12215

12216

12217

Add
Management
Database
succeeded

Add
Management
Database failed

Management
Database
update
succeeded

Management
Database
update failed

Management
Database
permissions
update
succeeded

Management
Database
permissions
update failed

Remove
Management
Database
succeeded

Remove
Management
Database failed

Add Audit Store
succeeded

Delinea Server Suite

installation: Name of the installation Management Database: Name of the
Management Database

installation: Name of the installation Management Database: Name of the
Management Database reason: Error message

installation: Name of the installation Management Database: Name of the
Management Database Management Database Property: Name of the updated
Management Database property Management Database Property Value: Value of
the updated Management Database property Operation: Type of operation (Set or
Add or Remove)

installation: Name of the installation Management Database: Name of the
Management Database Management Database Property: Name of the updated
Management Database property Management Database Property Value: Value of
the updated Management Database property Operation: Type of operation (Set or
Add or Remove) reason: Error message

installation: Name of the installation Management Database: Name of the
Management Database User/Group: Name of the user or group Permissions:
Permissions assigned to the user or group

installation: Name of the installation Management Database: Name of the
Management Database User/Group: Name of the user or group Permissions:
Permissions assigned to the user or group reason: Error message

installation: Name of the installation Management Database: Name of the
Management Database

installation: Name of the installation Management Database: Name of the
Management Database reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store
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12218

12219

12220

12221

12222

12223

12224

12225

12226

12227

12228

Add Audit Store
failed

Audit Store
update
succeeded

Audit Store
update failed

Audit Store
permissions
update
succeeded

Audit Store
permissions
update failed

Remove Audit
Store
succeeded

Remove Audit
Store failed

Add Audit Store
Database
succeeded

Add Audit Store
Database failed

Attach Audit
Store Database
succeeded

Attach Audit
Store Database
failed

Delinea Server Suite

installation: Name of the installation Audit Store: Name of the Audit Store reason:
Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Property: Name of the updated Audit Store property Audit Store Property
Value: Value of the updated Audit Store property Operation: Type of operation (Set
or Add or Remove)

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Property: Name of the updated Audit Store property Audit Store Property
Value: Value of the updated Audit Store property Operation: Type of operation (Set
or Add or Remove) reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store
User/Group: Name of the user or group Permissions: Permissions assigned to the
user or group

installation: Name of the installation Audit Store: Name of the Audit Store
User/Group: Name of the user or group Permissions: Permissions assigned to the
user or group reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store

installation: Name of the installation Audit Store: Name of the Audit Store reason:
Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database reason: Error message
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12229

12230

12231

12232

12233

12234

12235

12236

12237

Attach audit
and monitoring
service Version
1 Database
succeeded

Attach audit
and monitoring
service Version
1 Database
failed

Set Active
Audit Store
Database
succeeded

Set Active
Audit Store
Database failed

Audit Store
Database
update
succeeded

Audit Store
Database
update failed

Detach Audit
Store Database
succeeded

Detach Audit
Store Database
failed

Delete Audit
Store Database
succeeded

Delinea Server Suite

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the audit and monitoring service Version 1 Database

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the audit and monitoring service Version 1 Database
reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database Audit Store Database
Property: Name of the updated Audit Store Database property Audit Store
Database Property Value: Value of the updated Audit Store Database property
Operation: Type of operation (Set or Add or Remove)

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database Audit Store Database
Property: Name of the updated Audit Store Database property Audit Store
Database Property Value: Value of the updated Audit Store Database property
Operation: Type of operation (Set or Add or Remove) reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database reason: Error message

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database
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12238

12239

12240

12241

12242

12243

12244

12245

12246

12247

12248

Delete Audit
Store Database
failed

Add Audit Role
succeeded

Add Audit Role
failed

Audit Role
update
succeeded

Audit Role
update failed

Audit Role
permissions
update
succeeded

Audit Role
permissions
update failed

Audit Role
assign member
succeeded

Audit Role
assign member
failed

Audit Role
remove
member
succeeded

Audit Role
remove
member failed

Delinea Server Suite

installation: Name of the installation Audit Store: Name of the Audit Store Audit
Store Database: Name of the Audit Store Database reason: Error message

installation: Name of the installation Audit Role: Name of the Audit Role

installation: Name of the installation Audit Role: Name of the Audit Role reason:
Error message

installation: Name of the installation Audit Role: Name of the Audit Role Audit Role
Property: Name of the updated Audit Role property Audit Role Property Value:
Value of the updated Audit Role property Operation: Type of operation (Set or Add
or Remove)

installation: Name of the installation Audit Role: Name of the Audit Role Audit Role
Property: Name of the updated Audit Role property Audit Role Property Value:
Value of the updated Audit Role property Operation: Type of operation (Set or Add
or Remove) reason: Error message

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group Permissions: Permissions assigned to the
user or group

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group Permissions: Permissions assigned to the
user or group reason: Error message

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group reason: Error message

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group

installation: Name of the installation Audit Role: Name of the Audit Role
User/Group: Name of the user or group reason: Error message
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12249 Delete Audit installation: Name of the installation Audit Role: Name of the Audit Role
Role
succeeded

12250 Delete Audit installation: Name of the installation Audit Role: Name of the Audit Role reason:
Role failed Error message

Centrify Audit & Monitoring Service Advanced Monitoring

If you have enabled Centrify Audit & Monitoring Service for advanced monitoring, you can generate data for three
additional auditing reports, as follows:

= Monitored execution report: This report shows the monitored commands being executed on the audited
machines—including information on commands that are run individually or as part of scripts.

® Detailed execution report: This report shows all of the commands being executed on the audited machines—
including commands that are run as part of scripts or other commands.

= File monitor report: This report shows the sensitive files being modified by users on the audited machines.
Advanced Monitoring Audit Event Log Sample

The following is a sample of an audit event log for Centrify Audit Event ID 57300. This log sample documents a
session where a user attempted to modify a monitored file. The change was made by root@al_rhel6_
2.altest.acme.com on November 2, 2016 at 06:09:01.

Nov 2 06:09:01 al_rhel6_2 adclient[27002]: INFO
AUDIT_TRAIL |Centrify Suite|DirectAudit Advanced
Monitoring|1.0]|300|Monitored file modification
attempted|5|user=<no_login_user> pid=32393
utc=1478092141432 cCentrifyEventID=57300
DAInst=AuditingInstallation DASessID=c72252aa-
€616-44ff-a5f6-d3f53f09bb67 status=SUCCESS
syscall=unlink status=0 timestamp=1478092141.432000
auid=<no_login_user> uid=root@al_rhel6_2.altest.
acme.com processid=32393 ppid=32392 gid=root
euid=root@al_rhel6_2.altest.acme.com cwd=/ accessType=2
command=/usr/bin/python argc=-1 args=/etc/pki/nssdb/
/etc/pki/nssdb/cert9.db-journal

Centrify Audit & Monitoring Service Advanced Monitoring Audit Events

Audit and Monitoring Service Advanced Monitoring Audit Events

IliiiiillIliiiiiiiiillIIIIIIIIIIIIIIIIIIIIIIIIIIiiiiiiEiiIIIIIIIIIIIIIIIIIIIIIIIIIIIII
ID

57200 Monitored syscall: system call exitcode: exit code timestamp: timestamp auid: login user uid:
program is user procid: process id ppid: parent process id gid: group euid: effective user cwd:
executed current working directory cmd: command argc: no of arguments args: arguments
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57201 Monitored syscall: system call exitcode: exit code timestamp: timestamp auid: login user uid:
program failed user procid: process id ppid: parent process id gid: group euid: effective user cwd:
to execute current working directory cmd: command argc: no of arguments args: arguments

57300 Monitored file  syscall: system call exitcode: exit code timestamp: timestamp auid: login user uid:
modification user procid: process id ppid: parent process id gid: group euid: effective user cwd:
attempted current working directory accType: access Type cmd: command argc: no of

arguments args: arguments

57301 Monitored file  syscall: system call exitcode: exit code timestamp: timestamp auid: login user uid:
modification user procid: process id ppid: parent process id gid: group euid: effective user cwd:
attempt failed  current working directory accType: access Type cmd: command argc: no of

arguments args: arguments

57400 Command syscall: syscall exitcode: exit code timestamp: timestamp auid: auid uid: uid pid: pid
execution is ppid: ppid gid: gid euid: euid cwd: current working directory command: command
started argc: no of arguments args: arguments

57401 Command syscall: syscall exitcode: exit code timestamp: timestamp auid: auid uid: uid pid: pid
execution fails  ppid: ppid gid: gid euid: euid cwd: current working directory command: command
to start argc: no of arguments args: arguments

Centrify Audit & Monitoring Service System Management

The auditing module’s detailed, real-time auditing of privileged user sessions on Windows, UNIX, and Linux
systems provides a full accounting of user activity and system access. Centrify Audit & Monitoring Service System
Management is available with Centrify Audit & Monitoring Service. The audit and monitoring service audit events
focus on collector service, collector settings, and agent settings.

Centrify Audit & Monitoring Service System Management audit event log sample

The following is a sample of an audit event log for Centrify Audit Event ID 42251. This log sample documents the
successful start of the collector service on computer ‘MEMBER'’. The change was made by user=system@nt
authority on April 05, 2016 at 14:59:56.

04/05/2016 03:00:01 PM LogName=Application SourceName=
Centrify AuditTrail V2 EventCode=42251 EventType=4
Type=Information ComputerName=member.acme.vms
User=NOT_TRANSLATED Sid=S-1-5-18 SidType=0
TaskCategory=%1 OpCode=Info RecordNumber=51722

Keywords=Classic Message=Product: Centrify Suite Category:
DirectAudit System Management Event name: Start collector
service succeeded Message: Collector service was started
successfully on computer 'MEMBER'. Apr 05 14:59:56
member.acme.vms collector[1344]: INFO AUDIT_TRAIL |
Centrify Suite|DirectAudit System Management|1.0|251|Start
collector service succeeded|5|user=system@nt authority
usersSid=S-1-5-18 sessionId=0 centrifyEventID=42251
DAInst=AuditingInstallation DASessID=c72252aa-e616-
44ff-a5f6-d3f53f09bb67 installation=DefaultInstallation

collector=MEMBER
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Centrify Audit & Monitoring Service System Management audit events

Audit and Monitoring Service System Management Audit Events

Centrify Description Parameters
Event Id

42251 Start collector service installation: Name of the installation Collector: Name of the collector
succeeded computer

42252 Start collector service installation: Name of the installation Collector: Name of the collector
failed computer reason: Error message

42253 Stop collector service installation: Name of the installation Collector: Name of the collector
succeeded computer

42254 Stop collector service installation: Name of the installation Collector: Name of the collector
failed computer reason: Error message

42255 Collector settings installation: Name of the installation Collector: Name of the collector
update succeeded computer Collector setting: Name of the updated collector setting

Collector setting value: Value of the updated collector setting

42256 Collector settings installation: Name of the installation Collector: Name of the collector
update failed computer Collector setting: Name of the updated collector setting
Collector setting value: Value of the updated collector setting reason:
Error message

42257 Start agent service installation: Name of the installation Audited system: Name of the audited
succeeded system

42258 Start agent service installation: Name of the installation Audited System: Name of the audited
failed system reason: Error message

42259 Stop agent service installation: Name of the installation Audited system: Name of the audited
succeeded system

42260 Stop agent service installation: Name of the installation Audited system: Name of the audited
failed system reason: Error message

42261 Agent settings update installation: Name of the 